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MICHEHL R. GENT
President

NoRTH AMERICAN ELEcTRIC RELIABILITY COUNCIL

Princeton Forrestal Village, 116-390 Village Boulevard, Princeton, New Jersey 08540-5731

November 1, 2000

Mr. Michel Armstrong

Director System Control
Hydro-Québec .

11 eme etage, case postal 10000
Montreal, Québec H5B 1H7

Dear Michel:

Enclosed for your file is an executed copy of the Security Coordinator Standards of
Conduct Agreement between your organization and NERC.

Thank you for your attention to this matter.

Sincerély,
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NERC Security Coordinator Standards of Conduct

Introduction

An entity performing the functions of SECURITY COORDINATOR must treat all users of the interconnected
transmission systems in a fair and non-discriminatory manner. A SECURITY COORDINATOR must conduct
its affairs in conformance with the following standards:

-1, General rule.

1.1.

1.2

1.3.

Independence. Except as provided in paragraph 1.2 of this section, the SECURITY
COORDINATOR, its employees, or the employees of any of its affiliates who perform
SECURITY COORDINATOR functions (“SECURITY COORDINATOR employees”) must
operate independently of employees/persons who engage in retail (energy purchases for
or sales to native load customers) or wholesale (energy purchases or sales for resale)
merchant functions (“Merchant employees”). {Note: “Operate independently” does not
mean or require corporate separation of the SECURITY COORDINATOR from the
Transmission Provider or Merchant employees or merchant functions.]

Emergency actions. Notwithstanding any other provision of these standards of conduct,
in emergency circumstances that could jeopardize operational security, SECURITY
COORDINATORS may take whatever steps are necessary to maintain system security.

Reporting deviations from these Standards. SECURITY COORDINATORS must report to

NERC and the appropriate REGIONAL COUNCIL(S) the details of any deviation from these
standards of conduct, within 24 hours of such deviation. NERC staff will post the reports
to the NERC SECURITY COORDINATOR web site.

2. Rules governing employee conduct.

2.1.

Prohibitions. SECURITY COORDINATOR employees are prohibited from:

2.1.1. Merchant functions. Conducting Merchant functions except as outlined in 1.2
above. '

2.1.2. Access to control facilities. Allowing access for Merchant employees to the
system control center or similar facilities used for SECURITY COORDINATOR
functions that differs in any way from the access available to non-affiliated
TRANSMISSION CUSTOMERS.

2.13. Disclosing system information. Disclosing to Merchant employees any
information concerning the transmission system through non-public
communications conducted off the OASIS, through access to information not
posted on the OASIS that is not at the same time available to non-affiliated
Transmission Customers without restriction, or through information on the
OASIS that is not at the same time publicly available to all OASIS users (such as
E-mail). If a SECURITY COORDINATOR employee discloses information in a
manner contrary to the requirements of this subparagraph, the SECURITY
COORDINATOR must, as soon as practicable, post such information on the NERC
Security Coordinator Web Site and inform the affected Transmission Provider to
post such information on its OASIS.

2.1.4. Sharing market information. Sharing market information acquired from non-
affiliated TRANSMISSION CUSTOMERS or potential non-affiliated Transmission
Customers, or developed in the course of performing SECURITY COORDINATOR
functions, with any Merchant employees.
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NERC Security Coordinator Standards of Conduct

2.2.  Transfers. SECURITY COORDINATOR employees or Merchant employees are not
precluded from transferring between such functions as long as such transfer is not used as
a means to circumvent these standards of conduct. Notices of any employee transfer to or
from SECURITY COORDINATOR functions must be reported to NERC and the appropriate
REGIONAL COUNCIL(S). NERC staff will post the reports to the NERC SECURITY
COORDINATOR web site. The information to be posted must include: the name of the
transferring employee, the respective titles held while performing each function (i.e., on
behalf of the SECURITY COORDINATOR, merchant or transmission provider, or merchant
or transmission affiliate), and the effective date of the transfer. The information posted
under this section must remain on the NERC web site for 90 days.

2.3. Books and records.

2.3.1. Available for audit. A SECURITY COORDINATOR must keep sufficient records of
its activities available for audit.

2.3.2. Separate records. A SECURITY COORDINATOR must maintain its records
separately from those of any affiliates and these must be available for inspection

by NERC and the appropriate Regional Council(s).
3. Rules governing maintenance of written procedures.

3.1.  Pubiicly available. A SECURITY COORDINATOR must provide an explanation for posting
on the NERC SECURITY COORDINATOR web site describing the implementation of these
standards of conduct in sufficient detail to demonstrate that the Security Coordinator
employees operate independently from merchant employees and that it is otherwise in
compliance with these requirements.

3.2.  Provided to all employees. A copy of the signed Standards of Conduct document shall
be given to all employees with SECURITY COORDINATOR responsibilities.

Version 3 SC-S0C-2 August 8, 2000



NERC Security Coordinator Standards of Conduct
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AGREEMENT

. As part of the process of being designated a NERC SECURITY COORDINATOR. [Name of
Organization] hereby agrees to abide by the terms of the foregoing NERC Security Coordinator

Standards of Conduct.

[Name of Organization) TransEnergie (a division of Hydro-Québec)

By: Michel Armstrong Q‘g' - Cé——«%

{

Title: Director System Control

Date: ___October 19, 2000

NORTH AME%CAN ELECTRILf REL ITY CQUNCIL
By: !22 i » w E
Michehl R. Gent ~

Title: President

Date: November 1, 2000




