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The mpom rice of properly securing
armart ord assets has grown in direct
relation 1o the dermonsatrated p@ne{zzztim

of electric transmission and distributi
systems worldwide. Outside of real
attacks, test labs have demonstirated the
capabiity 1o ttack home area networks,
aclvancec wstermns and
generation faclities, bmart grid securty 8
no longer a theoretical concern,

Yet, securing the smart grid will recuire
slectric utilitles 1o take both short-term
arct long-term views, The immediate
focus should be on performing internal
risk assessments, implemsnting
continuous threal modeiing, and forging
partnerships with technology vendors
that complement existing internal
security palicies and procedures, At

the same time, smart utility managers
will also fogn p:{rtirzipat!rzq i industry
sECUrt Fap
the devel opme-nt and ad-’*pz } Jf
cornprehensive cyber security standards.

L orid networks must have the
lty to protect the integrity of
a by implementing security controls
that detect improper or unwanted
modifications. Network components aiso
must have a high degree of confidence
that data is coming from a trusted
source., Effective smart grid secunity
nust be adoptable throughout the
Uliity, adapiabie to current and future
infrastructure needs, and approprigie (o
the process or squipment being secured.

Technology vendors are ;z FSUng
multiple options for securing network
and data assets, O ,;mgforvwd il be
necessary o develop a true partnership

ity o integrate a security
approach across the mmty S personnet
and process domaing
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Ab Landis+Gyr, we are bullding on our
tong history of helping utilities realize the
fult potential of the smart grid by working
with customers and within the industry to
promote & security solution that:

® /s standards-based

* Relies on a proven, open architecture

® Addresses every access point in
the network

pas Gre A ‘wéﬁs% %
Modern smart grid networks tha

capabie of two-way commiuni C”l‘UO Ng V"ms
devices across the grid have only been

in use for a short time. Praviously, ulilities
have used a variety of communications
technologies to communicate wi
S bgmzm N ecuipment, distribution
devices, load control vac,hCh and
r'r'z@‘f@r s, In-premise devic
existed, were not part of
natwork, Legacy cormmuni

devices typically relled on one-way
communication and were not part of g
ainguiar network or head-end system.

The inherent complexdty of the smart
arid, along wil %3 the concept of mulliple
intercormected networks with addi
antry points, INfroduces many new
sacurity challenges. Utilities must
adopt a security solution that provide
provern security technioues and stron
cryptographic capabiities, not only 1o
protect their network avaiabiity and
metering data, but aiso 1o protect thelr
consumers from malicious attacks
affecting opergtions and potwm
compromising their consumer's private
data, Adding to these chall rw% is
that, uriike typical [T networks which
are upgraded frequently, smart grid
infrashructure is expected 1o have a
tong service e (often 10 years or
’om*@“}, meaning securily sclutions
will always need a migration path for
legacy systems.
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s+ (3yr has made securfty an
priority for over 10 years. This

inchude i expernien
apolicatio “u, as well a5 de

and mantaining a strong risk-ba



methodology for ongoing product

development. Systernic securlty begins

with understanding and modeling the

various threats utilitles may face, Some

o@ ti W2 ITIONS COrmmon s
e nclude:

® Fnapoints and in-premise devices, such
as aclvanced meters, home area networks,
slectric vehicles and mobile devices that
communicate with the network

« Distribution level control systems, such as
Supervisory Control and Data Acquisition
(SCADA) Systemns, Energy Management
Systems (EMS), programmable logic
controfiers (PL.Cs), and distribution
automation (DA} devices that can control
the flow of power

» The communication networks, both
wiraless and wired

» The head-end system, including servers,
applications, databases, web sites and
web sarvices

s Paople and process issuas, such as
altacks initiated by disgruntied or forrmer
employees, or a lack of training and
awareness for operational personnel who
accidentally introduce risk

Une way Landis+Gyr addresses dynamic
sk s through ongoing penetration
tasting of the Jndsﬂmn ™ amant

aricd solution for advanced met@r*ug
distribution automation and personal
snergy management. Landis+Gyr
engaged Lockhesd Martin to perform

an objective NERG CIP- and NIST-

5 for distribution

4 risk assesament
; m»am system
products inan effort 1o
idantity cmm; cyhar
assets, Thi
o internal and extenal
risk assessments on
these oritical assets
in an affort 1o identify,
classify and mitigate
vilnerabiifies thatl an
attacker couldt exploit,

Ce g

Compliance with
stanclards such as
NERC CIF? 002-006
requlires a consoidation
of utllity poiicies and
procedures and vendor
technology. Landis+Gyr
is cormmitied o continualy
erhancing product features
today and future roadmaps with
ndustry compliance in mind fo further
complement our customers exiating
recpdired policies and procedurss,

Buditability and Compliance
NISTIR 7628 ~ GUIDELINES FOR SMART
GRID SECURITY

NISTIR 7628 is & set of guidelines or

“a reference document” for
Implernenting smart
security. The
information and
requirements

within NISTIR

7828 provide
vaiuable direction
for developing
effective

cyber security

Land u\/z has
taken a proactive
approach to what we
believe will be necessal
cormpliance with future industry
standards. Our Gridstream securily
soltion wly leverages much of
the relevar n information provided by
NIST, Including:
e Implementing securily controls in
all phases of the development cycle
from the daesign phase through

implernentation, maintenance and
davice/product decommissioning

om

5 i addition

e Daveloping and performing onqomg risk
assessments and penatration tests in
order to identify assels, vulnerabilities,
threats and impacts that can be used
to pricritize and implemsnt necessary
mitigating security features

» Creating a robust, future ready, systemic
feature set leveraging the requirements
documented in Volume 1

= Implernenting appropriate privacy
controfs based on information provided in
Volume 2

e Levemqinq the vulnerability classes listed
in Volume 3 to ensure the Gridstream
solution has the necessary controls to
mitigate the vulnerabiiities listed

» Ongoing participation with existing smart
gric security bodies including the NIST
Cyber Security Working Group (CSWG),
the AMI-SEC task force within the UCAlug,
and the ZigBee Allance

NISTIR 7628 is & tool and referencs
guz{m for architecting srmart grid security
solutions, I s recommended that utifties
currently researching prospective vendors
with the intention of deploving a smart
grid solution utiiize the guidelines and
racpdrements as a means of evaluating
available solutions.

i

NERC CiP

The applicablity of the NERC CIP

fistribution
systams and advanced metering s si‘iii
being debated. However, it is
commonty believed that
cornpiiance with thess
standards may become
a future recuirement.
Landis+Gyr has
again taken &
proactive approach
by hiring Tier 1
security vendor
i o0 <hw<n<§ Mzzrtzn

standards as they relate (o o

assessments Qf the
Gridstream product iing

and the Landis+Cyr Network
rg Center,

O

The assessment covered all CiP

standards including:

¢ NERC CIP-002 — Critical Cyber
Sacurity Asset Ideniification

s NERC CIP-003 — Security
Management Coritrols

* NERC CIP-004 — Personnel & Training
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= NERC CIP-005 — Electronic Security
Perimeters

» NERC CIP-006 — Physical Security of
Critical Cyber Asssts

* NERC CIP-007 — Systems Security
Management

s NERC CIP-008 — Cyber Security — Incident
Reporting and Response Planning

» NERC CIP-009 - Recovery Plans for
Critical Cyber Assels

Aithough many of the recuirernents listed
i1 the NERC CIP-002 through CIF-009
are considered policy and procedural

in nature, Landis+Gyr was able 1o takes
the resuits of the assessment, identify
the technology-based raguirermeants,

and then used this nformation (o
architect a solution that allows Claar
integration within utiities” NERC CIP?

cormpliance program.

People and Proceuses

Each utiity faces unique challenges

and associated risks relating 1o network
Security. U";'isii@a nead flexibilty 1o balance
rigk with the security solution most
approps ma, or thaelr business needs,
Gridstrearn security is configurable in a
way ?.h;at z‘adkwff‘ Hlities 1o Immediataly

@ desired level of protection

30 mc:r*y m guard against extermnal, as
s intarnal, threats.

Y ares i s an attack from
thn whether mailcious or aaf*r:‘dvma
External attackers can attempt t
soh head-ond security ina mmbc*
of wa %)ui Wmctfm ng emplovess with
legi Svs 18 just as
L% mi 04—(‘;@?’ or s.;wia;a; tools within
o Gridstream operaling software and
tools 1o quard agalnst un&u thorized
and monitor actions ag they
Or iy

nappean 1o alert for unusual e

network applications.
Cormmand Center head-end system

software has a variely of sext ,m?; features
E% wt can prevent unauthorized empioyees
rom accesasing functionality, To protect
&gu nat activity by authorized emplovess,
NIST and NERGC emphasize the need 1o
implement strong auditing and reporting
capabiities that capture user activity,
By following these procasses and

Srart Grid Securily: Preparing for the Standards-Based Future W

proceciures, Utiities can quickly identify

suspicious activity and pinpoint who
p@r%@r mie] the action, the date and time
i which the action was

performed, and the resulls

of the transaction.

i Gridstrear

Using role-based access
control (RRBAC), the
designated security
administrator s granted the
canabillty to run through a
one-time configuration set-

up process that entablishes
the appropriate security
settings of the systern and
the network devices. Once
the appropriate security
attings have been sstablished, the
Cridstrearn solution ensures a smooth
and easy process for network security
configuration, device managsrent and
netwark rmanagement. The head-end
aleo offers a variety of user-friendly
dashboards amd reports that guide the

security admin o through thelr day-
mmdci\, YOS ‘,aiblﬂﬁi%&

@5 an end-to-end
a@pfo%h o security for the Gridstrear
smart grid network, While some secu ra*y
approaches focus on protecting the
trangportation of data messages, the
Cridstream solution has the capablity 10
00 beyordd messags transportation and
offer protocols to validate the origin of a
data message, and pravert the spread of
unauthorzed or maicious code,

Gridstrearm offers the abliity 10 add third-
pmy components o ti"a é%’ rfrastructure,
: s from BE /\

d B 0?\3» S Hardwar

e (HSM). The Comma zaﬁ
ac-erd system includes the

s readed 1o connect 1o these
é\)m, reducing the mz“npif; ity of
the instailation and setup Drocess.

FHGA Laboratories” security soiution is
a non-proprietary and scalable s ,sl-’)
with & proven track recorct of secu Mf“;
network ransactions in a variety of
ndustries, The maln components of

QS}&”E%M@&;

the RSA solution includs providing
aryptographic functionality at the
endpoint using the BEAFE crvplo-liorary,
and at the head-
end using the RSA
Key ?v%aﬂa{}(\r. In this
Natm;s network
clevices have im
caps %élfy {0 generats
keys during the
registration process.
These keys are
securely passed 1o
the Command Center
and stored In the
key rmanager. Each
(“;fHWO K device or
endpoint generals

s own key, mlim%mm g the possibil
the key could be stolen or compromi
during manufacturing.

60

The SaleNet § ar !‘Na"> Security Moc
(HSM) establishes a strong root of trus
by providing a e@rjurﬂ storags medium for
network keys, This FIPS 140-2 vail
20iHON eNBUrEs uﬁoqmg of encryotion
throughout the network, and provides
confidence that netw
commands are leg
the network.

Erabling Gridstream ge
not affect it ‘it O J;o mi

DHOCess

Fic addsssonal n—;ps f@fzur@d oy ‘hu

installer 1o deploy endpoints in the

f’@i“f, as gl the security parameters
and keys are exchanged between the

endpoint and the head-end sarver via

the endpoint “plug-and-play” auto-
registralion process.

ona (“i@dzi roasjmap for all
develoners (o ollow, Landis+Gyr
sates i ﬁdu(‘? ry cyber-security
ves such as the NIST C i.ﬂi}i%?’
Seot me Wor«mf; Group
vity Working Group, '&)rm@d by the
UOAG CoenSG Technical Committee.
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Landis+Cyr continues to ssek strong
;;ffémwmhlp with world-renowned
securily companies, and has developed
a security competency criterion 1o rank
mutiple security organizations, Through
partnerships with world renowned
security vendors, Lan Syr has been
aé’a c» tt:* SUICE iy bring 1o market a
bes class security solution that utilizes
{:»p@n, raon~;:,>r<>;.,>r;<-,,ary‘ future rmac,y
cryptography and key managemen
capalilities that are not only val datm
by LLE government agendcies, but relied
upon by the LS, Department of Defense
and mary other governiment ac;s«*m 8%
bacause of their reputation for quality,
rediability and adherence 1o FIPS 140 and
Suite B orvplographic standards,

A0
Landis+Gyr has performed, and wil
continue 10 perform, internal and extamal
penatration tests with secunty industry
experts, such as Lockhesd Martin and
BM in an effort 1o stay ontop of the
increasing number of threats and new
atlacks vactors ”ﬂ s allows us to identity
and mi 'm atm ; suinerabiit
that o : row, which couid
be exp cm@d or Cot npromizzzad by a
maliclous attacker,

fes
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lons must provide the
protection utities need today, whils
continuing 1o adapt and q row 10 rrest the
needs of tomonow. Industry standards
oy %; W mw should set a %"nqh standlard
for co ik and interoperah
,~>@m>rmamcet

By developing a best-in-class

security solution that focuses on
ndustry-driven standards, open non-
propristary standards and NSA Suite B
racormmended cryptography, Lanrs +Cayr
i able to offer a robust feature set

and proven appliances provided by
world-class partners, This provides the
necessary confidance that data security
and critical infrastructure ars securs,
electric service 18 protected and the

's reputation will remain intact.
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Contact us today to start a conversation: Securfly NA@landisgvr.com

by Stave Chasko






