May 10,2013

VIA ELECTRONIC FILING

Ms. Kimberly D, Bose

Secretary /
Federal Energy Regulatory Commission
888 First Street, NE

Washington, D.C_20426

Re:  Informational Filing on the Definition of “Adequate Level of Reliability™
Dear Ms. Bose

The North American Electric Reliability Corporation (“NERC"} hereby submits solely as an
informational filing the definition of “Adequate Level of Reliability™ that the NERC Board of Trustees
approved on May 9, 2013 {Attachment A), and a supporting technical report (Attachment B). NERC is
not requesting the Commission to take any action on this defimtion.!

The Commission directed NERC 1o consider and propose methods for ensuring Reliatulity
Standards provide for an adequate level of reliability and for defiming an “adequate level of reliability™
in the Commission order certifying NERC as the Electne Reliablity Organization® “Adequate level of
reliability”™ is a term used in Section 215 (c)( 1} of the Federal Power Aci, specifying what standards the
EROQ can develop and enforce

The definition of “Adequate Level of Reliability™ will be used primanly to guide NERC
Reliability Standards development, but also by the NERC Performance Analysis Subcommitiee and
NERC reliability assessment staff 1o assess Bulk Electric System reliability.and idemtify gaps in data.
Other NERC groups, such as the Relibility [ssues Steering Committee, will be able 10 use the definition
and supporting technical report for guidance when addressing major reliability issues and prioritizing
work. Neither document should be interpreted as requiring the development of specific standards or
additional compliance elements.

Respectfully submitied,

s Stacey Tyrewala

Stacey Tyrewaln
Senior Counsel for North American Electric
Reliability Corporation
! This definilion supersedes the prior defi by d for mlc ional prurt on May 5, 2008 in Docket No RROG-1-(6)0.
! The Commission certified NERC as the electric reliabnli ization {“ERO") i accordanee with Section 215 of the FPA on

July 20,2006 N Amer Bec Reliability Corp., 116 FERC 161,062 (2006)
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Defi mtlon./ﬂdequate Level of Rellablllty fo
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pﬂmaﬂw to .guide NEM'.‘ Reﬂabimy .Standardﬂ devefapmmﬁ but. alsa by rhe 'NERG
| Performonce Mafysi's Subcommmu.-und NERC reliabmry ossessment stnﬁ to gssess BES
\reliahility and. ldentlfy gaps In data Other N.ERC groups, sx‘b as rhe.Refmbmty Issues
steeﬂnq Gommittee, will be able to use the document for gu!dance when oddressmg major
reliability issues and pﬂanﬂzmg-work mle definition_and | its supporting technical report.
' should not be Interprered as requiring the devebpment of specific standards or additbmf
' compliance elements. Both the deﬁnhn aqd the mdm.ical report. wm be filed for
informotion with FERC:

Definition

ALR is the state that the design, planning, and operation of the Sulk Electric System {BES) will achieve
when the listed Reliability Performance Objectives are met. Further, Rellability Assessment Objectives
Included in the definition must be evaluated to assess reliability risk tn support of an adequate leve! of

BES frequency is maintained within defined parameters under normal operating conditions and

when subject to predefined Disturbances,

The performance outcomes are:
* Stable frequency within predefined range
= Facility Ratings respected

* Frequency osciliations experience positive damping

BES voliage s maintained within defined parameters under normal operating conditions and when

subject to predefined Disturbances,

The performance outcomes are:
s Stable voltage within predefined range
= Facility Ratings respected

* Voltoge oscillations experience positive domping

Adverse ReliabHity Impacts® on the BES following

reliabllity. tow probability Disturbances (e.g., multiple  The Disturbances In Performance Oblectives
The “predefined Disturbances” in contingences, unplanned and uncontrolled 4 and S cannot be predefined. For these less
ALR Performance Objectlves Performance Objectives 13 an d equipment outages, cyber security events, and g;ﬁ;’g:m’:s&iﬁﬁ;’f
! liclous acts) are managed. o s ma S able to a
1. The BES does not experience instabllity, Assessment Objectives 1and 2 are the maliclous acts) € economically justifiable or practical measures

uncontrolled separation, Cascading,” or voltage mare pmbable Disturbances to wh!ch-the
collapse under normal operating conditions and | POWEr system Is planned, designed; and
when subject to predefined Disturbances.? operated, These Disturbances have a’
higher probability of ocourring than othar
severe, low prnbabultty events; BES
Facilities are designed and nqerated to
withstand these Disturbances, An
example of a predefined Disturbance is/
the lass of a Transmission circuit due to a
lightring strike.

The performance cutcomes are:

= Stoble frequency and voltoge within
predefined ranges

¢ No instablfity, uncontrofled separation,
Coscading, or voltage coliopse

! NERC's Glerttaty of Terms defines Carcading s1: “The A hoas of 1y riggwied by an Incident st any location, Catcailing
results in widespread electric service Interruption that cannot be resteained fram ding beyond an ares p Iry studhes”
! MERC s Glossary of Tarms defines o "L A i d event that g an ab | system condition, 1. Any per 1o the

electric system. 1. The unerpected change In ACE that s caused by the sudden [allure of genevation or interruption of laad,

The performance outcome Is to manage the
propagation of frequency, voitage, or angular

Instability, uncontrolled separation, or Cascading.

Restoration of the BES after major system
Disturbances that result in blackouts and
widespread outages of BES elements is
perfarmed in a coordinated and controlled
manner,

The performance vutcome is to recover the BES
and restore available resources and locd to o
stable interconnected operating stote

to prevent or mitigate their Adverse
Raliability impact on the BES despite the fact
that these evenits can result:in Cascading,
uncontrolied separation or voltage collapse.
For this reason, these events generally fall’
outside of the design and operating critera
for, BES awners and operators. Less probable
severs events would include, for example,

‘osing an entire right of way due.to a tomada

-or simultaneous or near simultaneous
.rnultiple Transmission Facllitles outages due
t0 a hurricane or other severs, natural
phenomena.

" NERC's Glossary of Terms defines Adverse Natiability Impact a5 “The impact of an event that results in Sulk Edeciric System instabiliny ar Cascading
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expeditiously ofter @ major system Disturbonce.
ALR Assessment Objectives

“Adequate level of rellability” is a term used in Section 215 (¢)(1) of the Federal Power Act, specifying
what standards the electric rellabllity organization (ERO) can develop and enforce. Section 215
specifically does not authorize the ERO to develop standards refated to adequacy and safety.
However, this definition of ALR is meant to encompass all the duties of the EROQ, including obligations
10 perform assessments of resource and Transmisslon® adequacy.

A target to achieve adequate Transmission transfer capability and resource capability to meet forecast
demand Is an inherent, fundamental abjective for planning. designing, and operating the BES. The

Assessmant Objectives do not suggest that NERC Reliability Standards mandate that such additions be
developed; they are not directly related to NERC’s standards development and enforcement activities.

1. BES Transmission capability is assessed to determine availability to meet anticipated BES demands
during normal operating conditions and when subject to predefined Disturbances,

The outcome is thot assessment results are availoble to provide situationol awareness for
appropriate actions.

1. Resource capabllity |s assessed to determine availability to the BES to meet anticipated BES
demands during normal operating conditions and when subject to predefined Disturbances.

The outcome is that assessment results are available to provide situotional awareness for
appropriate actions,

Time Periods and Performance Outcomes
In the associated technical report supporting this definition, parformance outcomes associated with
each Reliability Objective are addressed in further detail based on four time frames:

Steady State - Time period before a Disturbance occurs and after system restoration has achieved
normal operating conditions. It is a stable pre-event condition for the existing system conflguration,
which Includes all existing BES elements, Including elements on planned outage for maintenance,
construction or safety purposes or unplanned outage.

* NERC's Glossary of Terms defines T 21:"An d growp of Nnes and d for tha of trancler of electric
enetfy between points of tupply and points st which It ks transformed for delvery to customers or is devered to ather slactric systems.”
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Transient — Transitional time period beginning after a Disturbance in which high-speed automatic
actions occur in response to the Disturbance. This time period starts at the time of the Disturbance
and can continue for seconds or until a new steady state Is achleved.

Operations Response — Time perlod after a Disturbance during which some autematic actions
occur and operators act to minimize the impact of Disturbances and return the BES to a new steady
state, if possible. This state may begin seconds after the Disturbance and continue for hours.

Recovery and System Restoration — Time period after a widespread outage or blackout occurs,
through the initial restoration to a sustainable operating state, and recovery to a new steady state
that meets rellability objectives established by the circumstances of the Disturbance.

Technical Report Supporting Definition of Adequate Level of Rellability

The associated technical report describes the relationship among Reliability and Assessment
Objectives, performance outcomes, and Disturbances In greater detall. The report also provides some
examples of means ta meet Rellability Objectives. Reviewed together, these items provide the tools for
both understanding and achieving an adequate tevel of reliability.

Defnition: Adequate Level of Rellabilty for the Sulk Electric System
March 26, 2013 4




Exhibit B

Technical Report Supporting Definition of Adequate Level of Reliability
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Technical R'eﬁo:’*i: Sn‘pﬁ;irtirig Definition o
Adequate Level of’li_llalﬂ'ty :

1.0 Introduction

The Adequate Level of Reliabihty,rTask Force-{ALRTF:or-Task Force)-was formed-in-‘May 2011 under the
auspices of the NERC Standing Committees Coordinating Group (SCCG), which Is comprised of the
chairs and vice chairs of NERC's standing committeds {the Operating Committee, the Planning
Committee, the Critical Infrastructure Protection Cammittee, the Standards Committee, and the
Comphiance and Certification Committee) to address concerns expressed by the NERC Board of
Trustees {80T}), the Member Representatives Committee {MRC};and stakeholders that NERC's current
definition of Adequate Level of Reliabllity (ALR) needed reassessment In order to make certain that the

definition supports and helps to define NERC's miss|on to ensure raliable operation of the Bulk Electric
System {BES).

The ALRTF's Oraft Scope Document” describes the Task Force’s purpose as follows:

Deliver, for use by the ERO enterprise, a document which Includes a definition of ALR and
associated characteristics with demonstrated ability to measure the relative state of ALR on an
ongoing basis. The definition and assoclated characteristics may be identical to those previously
approved or may be enhanced If necessary. Further, these measurable objectives and
characterlstics should focus on support for the ERO's key activities, including Relability Standards
and Compliance and Certification functions.

Simply stated, the ALRTF's goal Is to develop a definition of ALR that encompasses NERC's
responsibility to ensure reliable planning and operation of the BES, along with the obligation to assess
the capability of the BES. The definition identifies and defines Rellabllity Performance Objectives that
drive what system planners and operators do on a day-to-day basls to ensure that the BES is reliable
and defines Reliability Assessment Objectives that identify risks to system reliabllity that alert system
planners and operators so appropriate actions can be taken,

The Task Force sought to be as concise as possible in the development of these core characteristics of
BES reliability, recognizing that toa little detail may leave core characteristics unexplained, while
extraneous text often abscures a lack of clarity or agreement on the core characteristics. ALR Is clearly
not a single value or cutcome or state; rather, ALR is an outcome of a multl-dimensional effort to
identify Raliability Performance and Assessment Objectives and then achleve outcomes that will
support reliable operations. This multi-dimensional effort ts reflected In NERC's current and evolving

! The ALRTF Drat Scope Bocument s posted here: hito://wanw nerc com/docs/standerdi /AT 2029020 X 6AIUZOTE DRAFT, ScopeX20-V5 Clesn pdf.
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body of rellabllity standards, which work together to estabiish a portfolio of performance outcomes,
tisk reductton, and capablilty-based reliability standards that are designed to achieve a defense in
depth agalnst an inadequate level of reliability. Other NERC programs, such as industry alerts, reliability
assessments, event analysis, education, and the compliance with and enforcement of reliabllity
standards, are designed to work in concert with rellability standards to support reliable operation. €ach
of these activities should be driven by the goal of consistently achleving an adequate level of reliability.

for these reasons, the Task force also agreed that the characteristics of ALR must be objective and
measurable in recognition of NERC’s commitment that the electric rellability organization {ERO)
enterprise must be a learning organization that assesses industry performance, analyzes trends, and
learns from its performance successes and failures, allowing the ERO enterprise - which encompasses
NERC, its Regional Entities, and the industry — to focus on and align Its activities with specific
characteristics of ALR.

The Task Force’s report revisits the current NERC BOT-approved definition of ALR, which was adopted
by the BOT in February 2008 and filed for informational purposes with the Federal Energy Regulatory
Commission in May 2008, as well as NERC’s Reliability Principles,” which are Intended to guide
reliabllity standard development. The Reliability Principles are Included in the Standard Processes
Manual and listed In Section 6.0 befow.

2.0 Overview of ALR Definition Structure
To define ALR, it Is necessary to first determine what constitutes "adequate” reliability.

What Is deemed “adequate” varies by perspective, Traditionally, asset owners and operators plan and
operate BES Facilities according to their specific local area criteria and requirements. Over time, these
specific design and operation criterla and requirements have defined the de-facto adequate level of
rellability for the concerned owners and operators. But Reliability Performance and Assessment
Objectives must be established based on the impact on interconnected operations; one entity may only
Impact the network on a small scale, but without consistent objectives across North America, an
adequate level of rellability carnot be achieved. The geal of the ALRTF was to determine the specific
Reliability Performance Objectives that should be adopted for the design and operation of
Interconnected BES Facilities and Reliability Assessment Objectives that identify system conditions
beyond BES design and/or regulatory authority that jeopardize refiability. Situational awareness of
these conditions allow for appropriate plans and actions to be developed.

' NERC's Bebability Principicy see posted a1 hito:/{wwr,nere.com/fies/Religbitty Principles.pdf,
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Raticnale for Developing Rellabliity Performance and Assessment Obifectives

RellabHity Performance Objectives

The ALR definition document presents Rellability Objectives in general terms. ALR is the performance
state that the design, planning, and operation of the BES will achieve when the following Reliability
Parformance Objectives are met:

1. The BES does not experience instability, uncontrolled separation, Cascading,’ or voltage collapse
under normal operating conditions and when subject to predeftned Disturbances.”

2. BES frequency is maintained within defined parameters under normal operating conditions and
when subject to predefined Disturbances.

3, BES voltage is maintained within defined parameters under normai operating conditions and
when subject to predefined Disturbances.

4. Adverse Reliability Impacts® on the BES following fow-probability Disturbances (e.g., multiple
contingences, unplanned and uncontrolled equipment cutages, cyber security events, and
malicious acts) are managed.

S. Restoration of the BES after major system Disturbances that result in blackouts and widespread
outages of BES elements Is performed in a coordinated and controlled manner.

Reliability Assessment Objectives

The ALR definition document also presents Reliability Assessment Objectives to identify refiability risks
resulting from possible adequacy and safety insufficiencies not enforceable by the ERO. The following
Reliability Cbjectives must be assessed to support an adequate level of reliability.

1. BES Transmission capability Is assessed to determine avaifabllity to meet anticipated BES
demands during normal operating conditions and when subject to predefined Disturbances.

2. Resource capability is assessed to determine avallability to the BES to meet anticipated BES
demands during normal operating conditions and when subject to predefined Disturbances.

Outcomes

To drive proper operational behavior, it is necessary to set specific expected outcomes for the Rellability
Objectives. The outcome assigned to each of the Reliability Objectives in the definition serves to provide
measurable goals. There must be a finite scope for the conditions within which the proposed Rellability
Objectives and thelr outcomes can be accomplished, or there will be no limit to the potential BES

! NERC s Glostary of Terms defnes Carcading as: The fled Jess of vystem eh triggerad by an incident at any locstion. Cascading
ywity n widespread slectric that cannot be d from i g beyond an wea predetermined by studies,”
* NERC's Glensary of Terms defines a5 "L An ! d event that ch an ab d pystem dl 2 Aoy to the

slectric system; 3. The unewpected change In ACE that b caused by the sedden falkire of generation oc iverruption of load.” Fusther, the stated BES
perfarmence when “swhject to predefined Dhturbances” ertends 1o the post-Ohturbance period such that the 8ES I retumed to stable frequency snd
voltage within predefined ranges sfter the tramient period.

 HERC's Glostary of Tarms defines Adverse Nelabifty impact a1 “The impact of an event that results In Bulk Flectric System imtability or Cascading.”
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investments or assessment study scenarios needed 1o guard against any and all possible events that
ctould occur an the BES. Collectively, the autcome and associated predefined Disturbances fully describe
the characteristics of each Reliability Objective — what it is and under what conditions it must be
achleved.

The specified performance outcomes are the expected results that a Reliabllity Performance Objective
alms to achleve, For example, keeping system frequency at 60 Hz {+/- a tolerance) is the performance
outcome that provides an indication that sufficient resource and control measuras are In place to
maintain a demand/resource/Interchange balance.

With respect to the Reliability Assessment Objectives, an assessment of rellability has no value if the
results are not provided to planning and operations personnel. Therefore, the expected outcome of a
reliability assessment is to make the results available for use by planners and operators. The planners
are then able to use informatten from the assessment to propose plans to meet forecast demand and
projected system conditions. Likewlse, operations personnel can galn situational awareness so that they
can prepare for and take appropriate actions as changes occur In BES conditions.

Each of the Reliability Objectives defined in the ALR definition document has at least ane outcome
assigned to it. A detailed discussion of how outcomes are related to Rellabllity Objectives is presented in
Sectlon 3.0. Expected outcomes that are applicable to Individual Reliability Objectives will be
determined in the standard development process or assessment study scoping process.

Disturbances

BES Facilities are designed and operated to withstand certain predefined Disturbances that have a
higher probability of occurring than other severe, low-probabillty events. For each pradefined
Disturbance, BES owners and operators would normally be required to apply planning and operating
measures to guard against Adverse Reliability Impacts in order to achieve specific performance
outcomes. An example of a predefined Disturbance is the loss of a Transmission circuit due to lightning
or the failure of a circuit breaker to open to clear a fault. Refisbllity Performance Objectives 1 through 3
and Assessment Objectives 1 and 2 address the expected performance or assessment within the scope
of predefined Disturbances, where the goal is to prevent Adverse Reliability impacts.

For less probable severe events, BES owners and operators may not be able to apply any economically
fustifiable or practical measures to prevent or mitigate Adverse Reliability Impacts on the BES, despite
the fact that these events can result in Cascading, uncontrolled separation or collapse. For this reasan,
these events generally fall outside of the design and operating criteria for BES owners and operators.
Less probable severe events might include the loss of an entire right of way due to a tornada or
simultaneous or near simultanecus multiple Transmission Facility outages due to a hureicane or other
severe natural phenomena. Rellability Performance Objectives 4 and 5 address the expected

Technical Report Supporting Definitlon of Adequate Level of Rellability
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performance when less probable Disturbances occur, where the goal is to minimize Adverse Reliability

Impacts and recover rapidly,

Mitigation measures to address such severe events, including rellability standards, may be developed
and applied under specific circumstances if industry stakeholders and regulatory authorittes reach

consensus that it would be prudent and cost effective to
do so. In this case, the event would be reclassified as a
predefined Disturbance for which rellabllity standards or
other mitlgation measures may be adopted to mitigate
the identified risks, thereby changing the planning and
operational design basis for the BES. The Reliability
Performance Objectives that achieve ALR would not be
modified, although the expected Performance Outcomes
may need to be restated in probabilistic terms.*

Section 4.0 presents a detailed discussion on the
Disturbances associated with each Reliabifity Objective.
Specific Disturbances that are applicable to individual
Reltability Performance Objectives will be determined in
the standard development process. Specific disturbances
that are applicable to individual Reliability Assessment
Objectives will be determined in the assessment scoping
process.

3.0 Performance and Assessment Qutcomes

The outcomes expectad for an adequately reliable BES can
vary within defined parameters depending on the time
period relative to the Disturbance event. The Task Force
has described four time periods in this document. In some
cases, the outcomes are the same across different time
perlods. Where they differ, the Task Force has addressed
the expected actions or outcomes in a given time perlod
separately for each category of Disturbance.

1. 5teady State - The time period before a Disturbance
occurs and after system restoration has achieved
normal operating conditions, it is a stable pre-event
condition for the existing system configuration, which

'Rellability Dbjective Example
| A Reliability.Performance Objective fs:
"BES frequency Is maintained within
defined parameters under normal|
.aperating conditions and when subject
“to predefined Disturbances.”
'Its performance outcome for the
transient time period Is that the
frequency deviation is amested rapidlv
after predefined Disturbances. During
the transienr,period trequency stays n a
predefined range and frequenqr
oscillations exhibit positive damping.
_The smpe of Disturbam:es for this
 Reliability Objective n this time period
I nould linclude an event resulting in loss of
 BES element, like an unplanned
loss and/or failure of a single element on |
llhe BES that s deared normally. A single
element may lnclude multiple equipment
'fallyres within the single element zone of
protection. For example, a single
contingency could removea
. Transmission line and:a Transmission
voltage high and low side bolk power.
transformer that share a common power
cin:uit breaker The cause may be
i eqmpment failure, lightning strlh
foreign Intrusion, human error,
environmental, contamination, sabotage,

| vandalism, or fire.

* Some HILF events may be amenable to determintstic analysis. However, beyond some range of severity and complexity,

HILF events may require probabilistic approaches and scenario analysts,
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includes all existing BES elements, including elements on planned outage for maintenance,
construction, or safety purposes or unplanned outage.

Z. Translent - The transitional time period beginning after a Disturbance in which high-speed
automatic actlons occur in response to the Disturbance. This time period starts at the time of the
Disturbance and can continue for seconds or until a new steady state Is achieved.

3. Operations Response — The time period after 2 Disturbance during which some automatic actions
occur and operators act to minimize the impact of Disturbances and return the BES to a new steady
state, if possible. This state may begin seconds after the Disturbance and continue for hours,

4. Recovery and System Restoration — The time period after a widespread outage or blackout occurs,
through the initial restoration to a sustainable operating state, and recovery to a new steady state
that meets Reliability Objectives established by the circumstances of the Disturbance.

Perforrmnance Outcomes for an Adequate Level of Rellabliity
In this section, we restate the five Reliability Performance Objectives and then describe the associated

outcomes for each time period.

1. The BES does not experience instability, uncontrolled separation, Cascading, or voitoge collapse
under normal operating conditions and when subject to predefined Disturbances.

Instability is the loss of the ability of an electric system
to maintain a state of equilibrium during normal and
abnormal conditions or Disturbances. Uncontrolled
separation Is the unplanned loss of BES elements
resulting in islanding and possible unplanned BES load
loss. The expected performance outcomes for
preventing Instability and uncontrolled separation for
each time period are described below:

Steady State - Stability is maintatned. Frequency
and voltage remain In a normal or defined range;
generation and load are balanced.

Translent — Frequency and voltage remainin a
defined range and the frequency osclilations
exhibit positive damping. Controlled loss of BES
elements may be planned during the transient
period, thus minimizing the Impact on the
electrical system by preventing Cascading or
uncontrolled separation,

Technical Report Supporiing Definition of Adequate Level of Rellabifity
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smnm |nﬂmy =0 .
| Systeminstabiityis the inability uf'tljrel
-Transmrsslon system toremainin
-synchronism, This Is characterized by the i
Tnability to maintain a balance o
imechanical.input power and electrilll
’outputipowenfdhimnl a Dlsturbance on
he BES. I, generators that suppiy the'BES
accelerata ondecetente too much durfngJ
‘a Dlsturbance.flarge pcmersuﬁ‘lgs rnay,
|/ be seen on. the Il‘raﬂsmusslionsv:atem'-andlﬁ
] these geneﬁtors may go out of & step and.v
tﬂp off-line, causjng addltlonal |
| acceleration andzdecelem_ n of t.'ttl';rJI {
1generatn;l onthe system; The Inabmtv
.uf*the genemtnrs to retum m 3 balzmcedlJ
aperatlng r.nnditlon is system InstabiNty
| System: instabluty Is dapeﬂdenton |
ﬁloadlng and configuration of the BES.

Operations Response — Operators and some automatic devices take actions that arrest further
frequency and voltage oscillations, loss of BES elements, resources or loads to bring the BES to a
new steady state. Actions may Include Joad shedding or generation re-dispatch, switching and

other actions that create a new steady state for the BES,

Recovery and System Restoration — This time perlod Is not applicable to this Rellability Objective.

Cascading is defined in the NERC Glossary of Terms as: "The
uncontrolled successive loss of system elements triggered by
an incident at any location, Cascading results In widespread
electric service Interruption that cannot be restrained from
sequentially spreading beyond an area predetermined by
studies.”” The expected performance autcomes for
preventing Cascading for each time period are described
below:

Steady State - The BES operates with frequency and
voltage in predefined ranges; generation and load are
balanced within predefined ranges.

Transient — The 8ES operates automatically to prevent
Cascading for predefined Bisturbances.

Operations Response = Operators and some automatic
devices take actions that maintain the BES without
Cascading. Actions may include load shedding or
generation changes, switching, and other actions that
create a new steady state for the BES.

Recovery and System Restoration — This time perlod Is not applicable to this Rellabilizy Objective.

" The ALRTF iterprets “syst

" to mean BES 3y k The MRTF
i tenvice lomllu d d abectric
mln Intetruption on the BES. This explititly encludes widetpruad dhtribution cutages

that could be caused by natursl daasten, etr.
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|| cascading
i/ Eascadlng occurs when a BES
element s interrupted thue to any
! Dlsturbance'ar.d the ariginal
| power flow acrossithe element is
. shifted to other BES elements
l:auslrls those. BES elements 1o
emceed their ¢ capaclty and
| intern.lpﬂ shfﬁlng power flow to.
i other BES elements causing those
' BES elements to exceed their-
 capacity and Intern.q‘.-uA
.\L‘ucading evedt ‘wiil continue.
qgtil ‘sufficient load is |
mnsequentlallv shed 'due to the:
BES element interruptbns such

: el-é_méhté are supphying power
. within their rated cagacity.




Voltage collapse is the process by which voltage
instability leads to a loss of voltage control in a significant
area of the electrical system. Voltage collapse occurs
when there Is not enough local reactive support available
to serve the power system's requirements. The expected
performance outcomes for praventing voltage collapse
for each time period are described below:

Steady State — Voitage and reactive reserves are
maintalned within a normal or defined range.

Translent = Voltage is automatically maintained
within a predefined range and without BES
equipment damage.® BES voltage stability is
maintained during and after the Disturbances. During
the return to steady state, voltage stays In a defined
range and voitage oscillations exhibit positive
damping.

.whenTm’?lsmisslon fines are e delivering
!Iarg Eﬂamttles of | pow over ion|

characterized bv a progressive slec‘:!_r]e
of Transmis n svst m vokanoy_eﬁg
period of time, usuany"a'ﬁmpmed
] progressive éc_alnlon oﬁe!ectr
lsystagr__loadi Very fast reactfvesup Iv f
“devices, designed to address 3 voltage
[cellapse risk ar are required © armsbthe rJ
‘voltage d de:ay before thel-capaaitive"‘
r‘beneﬂts are | re ost due to extremelyr I

dopressed : system vohagesl

Eower piy Avo gecglﬁ'"psels

Operations Response — Voltage Is maintained within a predefined range and without BES
equipment damage. BES voltage stability is maintained during and after the events. Operators and
some automatic devices take actions that maintain voltage on the BES. Actions may include
increasing reactive support, load shedding, generation re-dispatch, switching, and other actions

that return the BES 10 a steady state voltage

Recovery and System Restoration - This time period is not applicable to this Rellability Objective

2. BES frequency Is maintained within defined poremeters under normal operating conditions and

when subject to predefined Disturbances.

Frequency Is the rate of change of electrical quantities demonstrated in synchrorous electrical systems
Nominal frequency is 60 Hertz in North America. The expected perfarmance outcomes for malntaining

frequency for each time perlod are described below:

Steady State — Frequency 1s kept in a predefined range without BES frequency excursions that

result in Instabllity or BES equipment damage.

® =, withowt BES equipment damage” refers to aperating within Faciifty Ratings. Fscdity Ratings may vary Bated on time frame contidered.
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Translent® - Frequency deviation is arrested rapidly after predefined Disturbances. During the
transient periad, frequency stays in a predefined range and frequency osclllations exhibit positive
damping

Operations Response - System freguency Is maintained. Operators and some automatic devices
take actions that support system frequency in a predefined range without serious BES frequency
excurslans, instability or BES equipment damage. Actions may include: Generation re-dispatch,
switching, demand management, load shedding, and other actfons that arrest frequency deviation
and maintain BES frequency.

Recovery and Systemn Restoratlon — This time perlod Is not applicable to this Reliability Objective.

BES voltoge is maintoined within defined parometers under normol operating conditions and when
subject to predefined Disturbances.

Voltage is the electrical potential of the BES which has nominal values between 100 kV and 800 kV. The
expected performance outcomes for malntaining voltage for each time period are described below:

Steady State — BES voltage is kept in a predefined range without BES voltage excursions that result
in voltage callapse or BES aquipment damage.

Transient — Voltage remains within a defined range and recovers to pre-Disturbance values, During
the translent period, voltage stays In a defined range and the voltage asclllations exhibit positive
damping,

Operations Response - System voltage is maintained in a predefined range without serious BES
voltage excursion, voltage collapse, or BES equipment damage. During this time period, operators
and some automatic devices take actions that may include: Adjusting reactive support, load
shedding, switching, and other actions that return the BES to steady state voltage.

Recovery and System Restoration — This time perlod Is not applicable to this Rellabitity Objective.
Adverse Reliability Impacts on the BES following low-probabllity Disturbances (e.g., multiple

contingences, unplanned and uncontrolled equipment outages, cyber security events, ond malicious
octs) are managed.

This objective Is designed ta consider preplanning and actions taken for recovery or emergency action
scenarios. These scenarios could result from Disturbances that exceed design criteria, fallure of the BES

*1n this contexs, the time pertod {usually

In seconds) inchuses the dynamic thma periad { y b TR,
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to respond as designed, or human error, The expected performance outcomes for mintmizing Adverse
Reliability Impacts for each time period are described below:

Steady State - This time period Is not applicable to this Reliabllity Objective.

Translent — The scope of the Adverse Reliability Impact is managed through high-speed automatic
actions such as underfrequency load shedding, undervoltage load shedding, and governor
response,

QOperations Response =The scope of the Adverse Reliability Impact s managed using automatic
devices and operator action to limit propagation of Cascading, minimize ar control collapse, and
minimize BES equipment damage.

Recovery and System Restoration = The BES is efficlently returned to a stable state and resources
and load are restored.

5. Restoration of the BES after mojor system Disturbances that result in blockouts and widespread
outeges of BES elerments Is performed in a coordinated and controlied manner.

This objective is designed to conslder preplanning and actions taken for recovery and system
restoration scenarios. These scenarlos could result from Disturbances that exceed design criteria, failure
of the BES to respond as designed, or human error. The expected performance outcomes for recovering
from major system Disturbances Is described below:

Steady State — This time period is not applicable to this Reliability Objective,
Translent - This time period is not applicable to this Reltabllity Objective.
Operations Response - This time period is not applicable to this Reliability Objective,
Recovery and System Restoratlon — The BES is recovered and avallable resources and load are
restored to a stable interconnected operating state expeditiously after a major system Disturbance
This includes actions such as black starting generation, restoring load, and restoring the BES in an
orderly, efficient, and contralted manner.

Assessment Outcomes for an Adequate Level of Rellability

In this section, we restate the two ReliabHity Assessment Objectives outlined above and then describe
the associated outcomes for each time period.

Tachnical Axport Supporting Definition of Adequate Level of Rellability
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1. BES Tronsmission capability Is assessed to determine avaligbility to meet required BES demands
during normal aperating conditions and when subject to predefined Disturbonces,

BES Transmission network capability is the BES's ability to transfer energy from avalfable resources to
meet [oad obligations. While Transmission network capability typically refers to the aggregate
capability of the network to accomplish a variety of reliability, commercial, regulatory, and policy
objectives, here the Task Force focused solely on the Reliability Objective.' The expected outcomes for
making sufficient Transmission capability available for each time period are described below:

Steady State — Deliver sufficient energy from resources to meet the load obligation placed on the
BES while operating within established boundaries.

Transient — Remaln within a predefined set of limits during predefined Disturbances. This may
Include Special Protection System or Remedial Action Scheme operation.

Operations Response — BES Transmission network capability s maintalned within predefined limits.
During this time period, operators and some automatlic devices take actions that may include:
Generatlon re-dispatch, load shedding, switching, and other actions that restore the BES to within
its predefined limits.

Recovery and System Restoratlon = This time period is not applicable to this Refiability Objective.

2. Resource capabiiity is assessed to determine availabifity to the BES to meet required BES demarnds
during normal operating conditions and when subject to predefined Disturbances.

The objective is to provide and maintain sufficient resources to meat BES load obligations. The industry
is respansible for ensuring that sufficient resources are procured and delivered ta meet the needs of
consumers. While resource adequacy typically refers to the aggregate capability of generation capacity
and other resources to accomplish a variety of rellability, commerdal, regulatory, and policy objectives,
here the Task Force focused solely on the Rellability Objective. The expected outcomes for making
sufficient resaurce capabllity avallable for each time period are described below:

Steady State - Sufficlent supply is established, utilized and reserved to meet system needs,

¥ The ALR Task Force emphasizes that under Section 215 {5 2.3} of the Federsl Powsr Act {the FFAL NERC snd #ERC are not suthorited “to set snd
enforce ) with dsrcs lor ed of electiie facilithes o sefvic™ In the U5, many mu and locat mmlor\v agenches have suthorkty 1o
establish resource ad For Jur I uifithes. These resource and avarlety of
commarcisl and policy nhg-dnu that are not Fequired te enture SES retlabilty, athough such polley oﬂmhﬂ de lrlmu conrtraints upon how BES
reflabllity ht achheved. Simiarly, the FEAC hay certain lmited authority under other sections of the fPA to approve the siting of interilate electric
Trantmiston Faciitties, 10 approve Tramsmission rale incentives, to divret the planning of Tramimhbslon Facliities to meat the serrice obiigation of load
sarving entithies, and take other sctions required to ensury pon-ditcriminatory Transmiasion sccen b provided by jurisdictional utlithes. FPA Settion 115
dory require NERE to stsess the future adequicy and MI-HIN of the bulk-power tyitem, and NERC conttvires to beleve that the term rellabiltty must
Inthude tha concept of ad e, ALA add
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Transient - Supply and demand mismatch ts automatically controlled during predefined
Disturbances.

Operatlons Response — Supply and demand mismatch Is managed within a predefined range after
predefined Disturbances, During this time period, operators, and some automatic devices take
actions that may include: Automatic reserve sharing commitment, utilization of demand response
program resources, reestablishment of operating reserves, and other actions that keep the load
and generation in balance.

Recovery and System Restoration - This time perlod Is not applicable to this Rellability Objective.

4.0 Disturbances
This section defines Disturbances that are referred to in the previous performance and assessment
outcomes section

4.1 Disturbance Scenarios
Disturbances are a set of operational scenariosin two major categories: Predefined and bayond the
scope of predefined.

Predefined Disturbances are deterministic in nature and Include specific events or grid Disturbances
that fall inte the follawing three categories:

1. Steody state, no contingencles: Disturbances in this category occur in a known, analyzed state of
the BES where it Is operating within established operating limits. Under steady state conditions it is
common to have devices and efements out of service as a result of contingencles and/or nhormal or
forced maintenance. Steady state conditions imply cperation at projected customer demand and
with proper and/or anticipated equipment functionality, Disturbances that are not severe may
allow the BES to remain in normal conditions. The Disturbance may be 2 minor weather event {eg.,
a lightning strike on a Transmission circuit} that affects BES outage planning but allows the normal
operation of the BES.

2. Event resulting In loss of single BES element: An unplanned loss and/or failure of a single element
on the BES that is cleared normally. A single element may include multiple equipment fallures
within the single element zone of protection. For example, a single contingency could remove a
Transmisslon line or a transfarmer from service. The cause may be equipment failure, lightning
strike, foreign intrusion, human error, the environment, contamination, sabotage, vandalism, or
fire.

3. Events resulting In loss of two or more BES elements: A single avent Invelving more than one
element in a single protection zone, or two or more dependent or separate events leading to an
unplanned loss and/or failure of elements on the BES, that results in the loss of muitiple Facilities
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not common to a single zone of protection. The events occur simultaneously or in close time
proximity, An example is the loss of two circuits due to a lightning strike causing the outage of one
element followed by a protection misoperation that causes an outage of another element. Multiple
contingencies may be the result of some Cascading of elements initiated by equipment failure,
lightning strike, foreign intrusion, human error, the environment, contamination, sabotage,
vandaiism, or fire, or multiple element outages initiated by reglonal disaster events {e.g., hurricane
or volcano) on Transmission infrastructure.

The kinds of Disturbances that fall into categories 1-3 above are addressed in Reliability Performance
Objectives 1-3 and Rellability Assessment Objectives 1 and 2. Specific, applicable Disturbances for the
Oblectives will be determined through the standard develapment process or assessment study scoping
process.

The events beyond the scope of predefined Disturbances include specific events or grid Disturbances
that fall into the following two categorles:

4. Severe events resufting in the removal of two or more BES efements with high potential to Cascode:
Two or more dependent or separate events leading to an unplanned loss and/or fallure of elements
on the BES that results in the loss of muitiple Facllities not common to a single zone of protection.
The events cccur simultaneously or In close time proximity. An example s the loss of three circuits
due to a lightning strike causing the outage of one element followed by a protection misoperation
that causes an outage of another element followed by an overload that causes an outage of
another element. Severe events can be the result of widespread cascading elements initisted by
equipment fallure, lightning strike, foreign intrusion, human error, the environment,
contamination, sabotage, vandalism, or fire, or multiple element outages Initiated by reglonal
disaster events {e.g., hurricane or volcano) on Transmisston infrastructure.

5. High-Impact, Low-Frequency Events: HILF is class of improbable avents with the potential 1o
stgnificantly affect the refiability of the BES and cause long-term, catastrophic damage to BES
Facilities. The probabiity and magnitude of these events’ occurrence Is uncertain but can result in
Cascading, voltage collapse, or system Instability, leading to uncontrolled separation. An example is
a tornado or hurricane resulting in the fallure of multiple BES efements (e.g. transformers) and
voltage collapse. HILF events include coordinated cyber, physical, or blended attacks, pandemic
iliness, major earthquakes, Electromagnetic Pulse (EMP), and severe weather events.

Disturbances that belong to categories 4 and 5 cannot be predefined. Refiablity Perfarmance
Objectives 4 and 5 address responses to minimize and recover from Adverse Reliability Impacts on the
BES resulting from conditions beyond the scope of predefined Disturbances.

tt is the ALRTF's general expectation that predefined Disturbances are determined through technical
studies and the standards development pracess. Recognizing that reliability risks due to specific causes
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or events may be tdentified from time to time, the list of predefined Disturbances may need to be
revised or expanded if industry stakeholders and regulatory authorities reach agreement that a
particular risk should be mitigated with due regard to such causes or events.

4.2 Causes of Disturbances

This section provides examples of causes or triggers that may initiate the Disturbance In the categories
listed above. The types of cavses include weather/natural disasters, human performance, equipment,
sabotage/vandafism, foreign intrusion, and fire.

Cause severity Is often associated with the degree of BES reliability impact. Within each category, the
causes could plausibly lead to anything from continued steady state operation (i.e., no reliability
Impact) to severe or HILF events. For example, within the weather category, a mild starm could result
In continued steady state operation, whereas a hurricane could lead to severe events or Cascading or
be categorlzed as HILF. Typically, low severity causes that result In continued steady state operation
have no BES reliability impact. The examples are not necessarily a complete list, but rather represent
commeon and recognized causes of events.

Weather/Natural Disaster — Weather events that potentlally cause Disturbances to the BES include
lightning, high winds {e.g., storms, hurricanes, tornadoes), earthquakes, snow/ice storms, severe
cold, severe heat, and flooding impacting electrical substations in flood plain areas.

Human Performance — Personnel errors that potentlally cause Disturbances to the BES include
operating the incorrect plece of equipment, failing to appropriately isolate equipment for
maintenance activities, incorrectly operating equipment (e.g., disconnecting foad with a non-load
break disconnect switch), and design errors (e.g., incorrect relay settings). Human performance
errors may include design errors or incorrect assumptions that have been assumed valid by

Sabotage/Vandalism - Sabotage Is a deliberate action aimed at jeopardizing the Integrity and
rellability of the BES through obstruction, diversion, or destruction of BES elements. Sabotage may
take the form of an action that results in immedIate failure or one that has the potential to create a
future failure. S5abotage may come in the form of physical damage to BES elements via explosive
devices, firearms, electremagnetic pulses, or unauthorized manipulation of BES elements via
manual operation of switching devices or unauthorized electronic access to BES critical cyber
assets.

Vandafism is a willful and malicious action to defile BES elements without intent to jeopardize the
reliability of the Transmission system. Vandalism may look like sabotage or have similar
consequences, but is determined by competent investigation to have had no purposeful intent.

Fire = Fire may be caused and introduced to the BES by any source not necessarlly assoclated with
the electric grid {e.g., a forest fire started by arid conditions that encroaches on the BES as it travels
from tree to tree), Fire may be caused by a separate Disturbance already described In this
document {e.g., fallure of electrical equipment, lightning, or vandalism) that Cascades to other BES
elements not directly a target of the primary Disturbance. Fire may cause direct damage or
destruction to BES elements in the path of the fire. Smoke from the fire may cause ionization,
weakening equipment dielectric propertles resulting tn short circults that interrupt Transmission
elements.

Contamination — Contamination Is the presence of an undesired constituent that has a detrimental
effect on BES elements. For instance, salt centamination on substation bus support and
Transmission insufators may cause tracking that weakens the dielectric properties of the insulator,
resulting in short circuits that intarrupt Transmission elements,

industry, perhaps even for a sustained pericd of time. 5.0 Means to Meet Reliability Objectives

The performance target or rellability outcome for each Reliabifity Objective can be maintained or
achieved through various means, which may include some combination of: installing new Facilities,
upgrading existing Facllities, providing capability, developing short-term operational plans or

implementing operating/control measures In real time.

Equipment - Equipment fallure that potentially causes Disturbances to the BES includes power
transfgrmers, circuit breakers, Transmisston structures, disconnect switches, patential
transformers, current transformers, secondary equipment (e.g., relays, meters and remote
terminal units), bus work, and power line carrier equipment. Equipment failure Includes
manufacturer defects, wear and tear, inadequate maintenance, operation outside of equipment
design tolerances, and aggressive treatment,

The extent to which any of these means need to be deployed Is assessed against a set of performance
criterla, minimum thresholds, or consistency in executing operating controls/measures. For example:

* Installing new Faclfities can be assessed against the dynamic and steady-state behavior of the
BES whose criteria could be the abllity to remain stable and to damp out oscillations, subject to
limits for mintmum and maximum voltage levels, BES equipment loading, etc,;

Foreign Intrusion = Foreign intrusion that causes a Disturbance to the BES Includes animal intrusion
into energized equipment, vegetatton intrusion into Transmission tines as a result of high winds, or
natural disaster events,
¢ Provision of specific capabllity can be assessed against the ability to monitor the status of all
critical Facllitles, or the ability to respond to specific situations, such as evacuation of the
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primary control center or rapkd decay of system frequency, or the competency of system
operators in handling certain situations; or

* Executing operating controls/measures can be assessed against the time required to return
loading on the Transmission system to within established limits,

The variaus means to meet a Reliabllity Objective thus becomes the scope and purpose of standards
development or recommendations of a refiability assessment. For the Reliability Objectives defined in
the ALR Definitlon Document, an overview of some of the means to meet the objectives is depicted in
Appendix A,

6.0 Rellability Principles

Ta ensure conslstency among its proposed Reliability Objectives and NERC's Standards Development
Reliability Principlas, which provide the foundatlon for every standard and requirement NERC
develops, the ALRTF compared its Objectives to the Rellability Principles, listed below, and found that
they are mutually supportive.

1. Interconnected bulk power systems shall be planned and operated in a coordinated manner to
perform reliably under normal and abnormal conditions as defined In the NERC Standards.

2. The frequency and vaoltage of interconnected bulk power systems shall be contralled within
defined limits through the balancing of real and reactive power supply and demand,

3. Information necessary for the planning and operation of interconnected bulk power systems
shall be made avallable to those entities responsible for planning and operating the systems
reltably.

4. Plans for emergency operation and system restoration of interconnacted bulk power systems
shall be developed, coordinated, maintained, and implemented.

5. Facilities for communication, monitoring, and control shall be provided, used, and maintained
for the reliability of interconnected bulk power systems.

6. Personnel responsible for planning and operating interconnected bulk power systems shall be
trained, qualified, and have the responsibility and autharity to implement actions.

7. The reltability of the Interconnected bulk power systems shall be assessed, monitared, and
maintained on a wide-area basis.

8. Bulk power systems shall be protected from malicious physical or cyber attacks.

Feliabllity Principles 1, 2, 4, 7, and 8 {focusing on reliabliity planning and operating performance,
frequency and voltage performance, emergency preparation, wide-area view, and security,
respectively) are directly associated with specific ALR Reliability Objectives. Rellability Principles 3, 5,
and 6 {focusing on reliability infarmation, communications and control, and personnel, respectively)
underpin afl of the Reliability Objectives; they serve as means to achleve all the Relability Objectives.
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7.0 Comparison with Old Definition

The NERC BOT approved the current deflnition of ALR, as shown in the text box below, on February 12,

2008, and submitted the definition to the FERC as an Informational fiting on May 12, 2008. As part of
its filing, NERC also submitted a background paper prepared by the NERC Planning and Operating
Committees that the BOT considered in the process of approving the definition.

Charamrktics ofa. System With an

TG

Adequm Level of ReHabHitv
1. The System is controlled to stay within acceptable’ firmits during normal conditions,
[ i‘he System performs au:eptably after credibie Corrtlngem:ies.

3. The System Ilmits the impact and smpeof instabllltv and cascading outages when they
- oczor,

4; The S\rstem's Faclities are protected frum unau:eptable damage by uperatingthem within
Facility Ratings.

5. The System’s Integrity can be restored prumptty ifhtis Im

6. ‘I:He svstem has the, ability to supply the awegate electr{n puwer and energv requirements:
- of the eleculqty mnsumerrat all times.’takinl into account scheduled and reasonabiy
expected unschuiuted cutages of_svstem cnmpnnents

'roved by NERC Board of Trustees
February 12,2008

The ALRTF compared the proposed definition of ALR and the discussion In this technical report to the
current BOT-approved definition and supporting document and identified the following material
similarities and differences:

= The ALRTF's proposed Reliability Performance and Assessment Objectives are generally quite
similar to the ALR characteristics In the current BOT-approved definition. However, the two
definitions are structured and organtzed differently.

* The current definltion describes ALR as “characteristics of a System,” while the proposed
definition describes ALR as “the performance state that the design, planning, and operation of
the Bulk Electric System (BES) will achieve” when specific Reliability Performance and
Assessment Objectives and assoctated outcomes are met.
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The current definition uses the term “System,” which the NERC Glossary defines as: “A
combination of generation, Transmission, and distribution components.” The ALRTF elected to
use “Bulk Electric System” In describing ALR to more narrowly and precisely focus on specific
Reliability Performance and Assessment Objectives and outcomes that are within NERC's
mission.

The current definition addresses System performance after credible Cantingencies and severe
events, while the propased definition addresses expected outcomes when the BES Is subject to
predefined Disturbances that may result in Adverse Rellabllity Impacts.

The current definition is structured to address ALR during a series of different System conditions
or time horizons: e.g., during normal conditions {ALR-1), performance after credible
Contingencies (ALR-2), or during major system events that result in instability or Cascading
outages (ALR-3). The proposed definition addresses BES performance for each Rellability
Performance and Assessment Objective acrass four time perieds or system conditions: steady
state, transient, operations response, and recavery and system restoration.

The proposed definition explicitly identifles freedom from uncontrolled separation and voltage
collapse as core Reliability Performance Objectives. These objectives are implicit in the current
definition.

The proposed definition identifies voltage and frequency as discrete Rellability Performance
Objectives.

The proposed definition does not explicitly identify protection of Facilities from unacceptable
damage, as shown in current characteristic ALR-4. However, operation within Facility Ratings Is
identifted as a performance outcome for proposed Reltability Performance Objectives 2, 3, and
4. The technical report proposes that Facility Ratings must be respected during all time periods
and operating conditions.

The current definition relies upon the NERC Glossary definition of Adequacy in characteristic
ALR-6 to address the ability of the System {which includes generation, Transmission, and
distribution Facllitles) to supply the requirements of electricity consumers, The proposed ALR
definition recognizes that adequate level of reliabillty Is a term used in section 215 of the Federal
Power Act specifying what standards the ERO can develop and enforce. Specifically, the ERO Is
not authorized to develop standards related to adequacy and safety. Because the ALR definition
is meant to encompass all ERO dutles, separate Rellability Assessment Objectives for sufficlent
BES Transmission capability and sufficient BES resource capabllity to meet *anticipated BES
demands” are Included in the proposed ALR definition. In other respects, the proposed ALR
definition addresses these issues In a similar way to the current definition,
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Appendix A - Means to Meet Rellability Objectives, with Examples
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