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Instructions Tab Updates

Changed Version 8.1 to Version 9.0

Added hyperlink to NERC website 
where User Guide is hosted

Removed outdated Labeling 
Guidance
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Source: https://www.nerc.com/pa/comp/CAOneStopShop/CIP Evidence 

Request Tool Master v9.xlsxCIP ERT v9.0 Updates – Spring 2025

https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20Master%20v9.xlsx
https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20Master%20v9.xlsx


Level 1 Tab Updates
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Updated Request ID 
field to include 

version number in 
naming convention

• Ex:  CIP-005-R1-L1-01 is 
now CIP-005-7-R1-L1-01

Removed Due 
Date field

Updated CIP-
002-5.1a-R1-

L1-05 
language

• Changed “entity” to 
“registered entity” 

• Removed some criteria 
from request

Updated CIP-
002-5.1a-R1-

L1-07 
language 

• Clarified request and 
added more information 
into the User Guide

Added 
requests for 

CIP-003-9 

• CIP-003-9-R1-L1-01
• CIP-003-9-R2-L1-01
• CIP-003-9-R2-L1-02
• CIP-003-9-R2-L1-03
• CIP-003-9-R2-L1-04
• CIP-003-9-R2-L1-05
• CIP-003-9-R3-L1-01
• CIP-003-9-R4-L1-01
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Level 1 Tab Updates (Cont’d)
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CIP-007-6-R1-L1-02
• Changed “use” to 

“unauthorized use”

CIP-012-2
• Added requests for CIP-

012-2-R1-L1-01 and CIP-
012-2-R1-L1-02

CIP-012-1-R1-L1-02
• Language updated to 

specify “used by the 
entity”, rather than 
inferring this statement
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Sample Sets L2 Tab Updates
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Sample set Personnel-L2-10 
added

Updated Request ID column to 
be calculated instead of 

manually updated
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Level 2 Tab Updates
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Added requests for CIP-003-9

CIP-003-9-R2-L2-01 CIP-003-9-R2-L2-02 CIP-003-9-R2-L2-03 CIP-003-9-R2-L2-04 CIP-003-9-R2-L2-05 CIP-003-9-R2-L2-06 CIP-003-9-R2-L2-07 CIP-003-9-R2-L2-08

Removed Entity Response field

Updated Request ID column to be calculated instead of manually updated

Updated SEL Reference ID formula so the Level 2 RFI tag is now optional
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Level 2 Tab Updates (Cont’d)
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• Updated request language 
to capture all applicable 
parts of Section 1

Updated 
CIP-010-4-R4-L2-02 

Language

• CIP-012-2-R1-L2-01
• CIP-012-2-R1-L2-02

Added
 Requests for

 CIP-012-2
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BES Assets Tab & CA Tab Updates
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BES Assets 
Tab

Added “Is Vendor 
Remote Access 
Enabled to this 
asset?” column

CA Tab
Updated default 
row count from 
3,000 to 10,000

Fixed formula in 
the Sampled field
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Personnel Tab Updates
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Updated data validation for 
“Was Access Authorized 

During Audit Period?” field
Now requires one of the 

following values:

Electronic

Physical

BCSI

Electronic, 
Physical

Electronic, BCSI

Physical, BCSI

Electronic, 
Physical, BCSI
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ERT User Guide Updates
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Overall 
formatting 

changed to be 
consistent 
throughout 
document

Naming 
Convention 

added to 
General 

Instructions

Detail Tabs were 
expanded into 

individual 
chapters

Added a note on 
IP address 
section of 

Chapter 6: Cyber 
Asset (CA) 
Detail Tab

Request-Specific 
Instructions 

section added 
for details on 

specific Request 
IDs. See Chapter 

19 for more 
information
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Important Links
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Designed by Harryarts / Freepik

ERT v9

ERT User Guide (updated for ERT v9)

ERT v9 Release Notes

ERT Overview for Entities
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https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20Master%20v9.xlsx
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwiNhKG2kNOLAxXsrYkEHYiKMkQQFnoECBgQAQ&url=https%3A%2F%2Fwww.nerc.com%2Fpa%2Fcomp%2FCAOneStopShop%2FCIP%2520Evidence%2520Request%2520Tool%2520User%2520Guide%2520v9.pdf&usg=AOvVaw2XzVc-Pq3l-EJ4VCwDstwB&opi=89978449
https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20Release%20Notes%20v9.pdf
https://cdn.prod.website-files.com/67229043316834b1a60feba3/675e2ed696e4d61e4452fd2a_ert-overview-for-entities.pdf


Questions

Contact Us
https://www.npcc.org/contact

https://www.npcc.org/contact
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