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Please note the important dates/deadlines below (subject to change and may not be inclusive).
	Activity
	Utilization
	Approximate Deadline

	Preliminary Screen
	To inform you that NPCC has confirmed the standard and requirements were applicable, and to remind you of your obligation to preserve documentation pertaining to the possible Non-Compliance.
	Generally, within five (5) business days after submittal.

	Triage
	NPCC’s initial risk and mitigation assessment to determine priority and level of effort. NPCC internal process.  
	Generally, within fourteen (14) calendar days after the English version of the Self-Report was received by NPCC (following the translation of the French version either by the entity or by NPCC).

	Request for information (RFI) 
	NPCC’s request to obtain information needed to complete Enforcement review.
	Depending on the initial risk assessment, the initial RFI may be issued after approximately one year following the submittal of the Self-Report.
Generally, fourteen (14) calendar days are given to respond for each RFI.

	[bookmark: _Hlk135229420]Request for settlement
	Registered Entity’s request to negotiate the terms of the possible Non-Compliance disposition.
	Registered Entities can request settlement at any time.

	Simplified Identification, Correction and Monitoring Procedure (SICM)
	To inform the Registered Entity that the possible Non-Compliance is of minimal/moderate risk Non-Compliance and no monetary penalty is levied.
	Varies

	Notice of Non-Compliance
	To inform the Registered Entity of the proposed financial penalty or sanction as a result of Non-Compliance. 
	Varies

	Mitigating Measures/Actions and/or Mitigation Plan
	Entity measures, actions or plans to correct the possible Non-Compliance.
	Generally, the measures, actions or plan to correct and prevent recurrence are submitted within three (3) months following the Self-Report. 




[bookmark: _Toc230945622]Registered Entity Contact Information

	Registered Entity:
	

	Régie Identification Number (NIR):
	

	Contact Information of the person submitting the Self-Report: 
	

	Email:
	

	Phone:

	

	Contact Information of the person NPCC should contact for supplemental information regarding the Self-Report:
	

	Email: 
	

	Phone:
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	Standard associated with possible Non-Compliance:
	

	Requirement and/or part associated with the possible Non-Compliance:
	

	Function(s) associated with the possible Non-Compliance:

(Select all that apply.)
	☐BA    ☐RC          ☐TOP    ☐TO     ☐GOP    ☐GO
☐DP    ☐PA/PC   ☐TP       ☐LSE    ☐RP       ☐TSP

	Was the possible Non-Compliance self-identified during a compliance engagement or self-reported outside a compliance engagement?
	☐ Self-identified during an engagement
☐ Outside of a compliance engagement

	Discovery date:
	

	Circumstances surrounding the identification of the possible Non-Compliance:
· Who discovered it, how was it discovered, what prompted the actions that led to the discovery, and what was discovered?
· If it was discovered through an internal control, explain the internal control and the periodicity of that internal control. 
If it was discovered through a compliance activity related to another requirement, explain that activity and the associated requirement.

	





	Start date of the possible Non-Compliance:
	

	Effective/expected end date of the possible Non-Compliance:
	

	Describe any ongoing or completed Extent of condition (EOC) activity(ies). 
The EOC should consider the following: 
1. Other affiliate companies or facilities across your corporate structure. 
2. Procedures, assets, facilities, or personnel directly or potentially affected by the possible Non-Compliance. 
3. Other Reliability Standards, to determine if any were also violated based on the circumstances of the reported possible Non-Compliance. 
4. Prior compliance history involving similar conduct or gap in internal controls, if known. 
5. Whether the extent of condition changed from what was originally reported (e.g., additional devices/facilities/personnel found to be affected).
6. Date when the EOC activity(ies) will be completed.
If no EOC activity(ies) was performed, elaborate on the reasons.

	





	Describe the cause(s) of the possible Non-Compliance. 
Identify all contributing causes to effectively correct the instant issue and prevent recurrence.  

	





	Please provide any additional comments you may have.

	








[bookmark: _Toc230945624]Information for Critical Infrastructure Protection (CIP) Reliability Standards

	

The description and scope of possible Non-Compliance
1. Describe the possible Non-Compliance including what occurred, when it happened, and any other relevant details.
2. Describe the affected Cyber Assets, Physical Security Perimeters (PSP), individuals, accounts, or BES Cyber System Information storage locations and provide their number. 
3. Provide unique identifiers for the affected Cyber Assets, PSPs, individuals, accounts, or BES Cyber System Information storage locations. 
4. What is the impact level of the affected BES Cyber System(s) associated with the Cyber Assets, PSPs, individuals, accounts, or BES Cyber System Information storage locations? (high, medium, low)
5. What is the CIP classification of the affected Cyber Assets? (EACMS, PCA, BES Cyber Assets, PACS, etc.) 
6. What service does the affected Cyber Asset(s) perform?
7. What kind of access privileges did the accounts have? (read only, user, administrator). If not applicable, please indicate by using N/A. 
8. What could an individual do with the access? If not applicable, please indicate by using N/A.
9. Provide any additional details.


	



	

The potential impact to the electric power transmission system
1. Does the Cyber Asset in scope perform a reliability task? Explain/elaborate.
2. Could the BES Cyber System be rendered unavailable, degraded, or misused due to the possible Non-Compliance?  Explain/elaborate.
3. What are the potential consequences of not applying the in-scope CIP control to BES Cyber Assets?  How could a person with malicious intent affect the environment in scope?
4. What is the potential reliability impact if a person with malicious intent successfully exploited the vulnerability or lack of the CIP control (serious/moderate/minimal)?


	




	

The likelihood and actual impact to the electric power transmission system
1. Explain any circumstances or existence of processes/procedures that serve to reduce the actual impact.
2. Explain in detail the:
a. Preventive controls;
b. Detective controls;
c. Corrective controls.
3. Explain each control as they apply to the possible Non-Compliance.
4. Elaborate on the compensating controls that are used in conjunction with other controls to reduce the likelihood or magnitude of the specific threat.
5. Based on these controls, describe the risk posed to the reliability of the electric power transmission system (serious/moderate/minimal)?


	



	

The mitigation of possible Non-Compliance
1. Describe action(s) taken to restore compliance with the standard (e.g. revoked access, performed review, secured PSP, applied patch, created baseline, etc.).
a. Provide a date when the possible Non-Compliance was remediated or is expected to be remediated.
2. Describe action(s) taken to address and eliminate the root cause.
a. Provide a date when the root cause was addressed or is expected to be addressed.
3. Describe other action(s) taken to prevent recurrence (e.g. updated procedure, training, established compliance oversight).
a. Provide a date when the action(s) were taken to prevent recurrence. 
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	Link
	Brief Description

	NERC Guidance on Self-Report and Mitigation Plan
	Provides more in-depth questions and examples of quality self-reports

	Quebec Reliability Standards Compliance Monitoring and Enforcement Program (QCMEP) 2022
	Outlines the agreement between Régie de l’énergie (the “Régie”), Northeast Power Coordinating Council, Inc. (“NPCC”) and the North American Electric Reliability Corporation (“NERC”) and sets out the process NPCC monitors and assesses compliance with Reliability Standards within Québec. 

	QCMEP Implementation Plan
	NPCC’s priorities for the implementation of the QCMEP during the current calendar year.
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	Revision
	Date
	Author
	Description of Change
	Approval

	1.0
	October 2025
	NPCC
	Initial draft. Changed formatting, updated questions, added informational sections.
	Régie de l’énergie

	1.1
	December 2025
	NPCC
	Changed formatting and updated implementation plan.
	Régie de l’énergie

	1.2
	January 2026
	NPCC
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	Régie de l’énergie

	1.3
	May 2026
	NPCC
	Added a question regarding possible non-compliances identified through compliance engagements and made additional changes to the General Information section.
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